FedRAMP U's_g‘_g____g}uide

FedRAMP

2

Datapipe Government Solutions
Federal Community Cloud Platform
Version 6.0
August 18, 2016

Controlled Unclassified Information




Federal Community Cloud Platform User’s Guide

Version 6.0 August 18, 2016

System Security Plan

Prepared by

Identification of Organization that Prepared this Document

DATAPIPE

Organization Name

Datapipe Government Solutions

Street Address

1902 Campus Commons Drive

Suite/Room/Building

Suite 510

City, State Zip

Reston, VA 20191

Prepared for

Identification of Cloud Service Provider

DATAPIPE

Organization Name

Datapipe Government Solutions

Street Address

1902 Campus Commons Drive

Suite/Room/Building

Suite 510

City, State Zip

Reston, VA 20191

Revision History

Date Description Vehon of Author
o Ssp :
2/6/2015 Initial Document 1.0 DGS FCCP
2/26/2015 Updates to reflect SSP changes 2.0 DGS FCCP
5/5/2015 Updates to reflect SSP changes 3.0 DGS FCCP
8/18/2016 Update to reflect SSP v6.0 6.0 DGS FCCP

Controlled Unclassified Information

Page ii



1

Table of Contents

O T R D S o s o s e B T G e T L i e S S U e A S o S e e s s e 8
1.1 ACCESS CONTIOL [AC) ittt it ee ettt sabr e e e me e sa s s sa s s e b bs s b s b s s s b as s ba e s enaneenn 8
AL Access CoNTrol PORCY At PrOCEEUTES . sovissmss iessss sosass isemvinessssarsas s s S sasessssstins s ssipsiossbynss 8

AC-2 Account Management . i iiuimii it i ineainistii o vt s d i e
AC-2 (1) Control Enhancement
AC-2 (2) Control Enhancement
AC-2 (3) Control Enhancement
AC-2 (4) Control Enhancement
AC-2 (5) Control Enhancement
AC=2:(7) Control En R an Comyant i s iera a0 o3 R0 LU S i v e v Wb
AC-2 (9) Control Enhancement .......ccoccvveeeee...

AC-2 (10) Control Enhancement
AC-2 (12) Control Enhancement

A5 S e paration Of DUBIES.. ... osmsrremsrrsrassmimsreismesssssass st i s e S S e e i fe e

F O ==L 7L< =< PSP
AC:6.1) Control Enhancement . cimimmri i immmisnim mmneseiinaraiasdainiii
AC-6 (2) Control Enhancement.........coccevieeeeens
AC 6 (5) Control Enhancement .......ccceeeeiinen.

AC-6 (9) Control Enhancement ........ccceveeeneen.
AC-6 (10) Control Enhancement

AC-7Unsuccessful Login Attempts

AC-BSystent USe NOBFICATION wivuivviiimmisiiiimsmiams ivmai i seisass sooei s bissaissvas +50 pebans §56 8 140N SRS SR ads PATPauthns
AC-10 Concurrent Session Control
AC-1T SBESION LOECK: .. ecerenreranssrsressereesssrerssnsesantes ierrasnnmssassssnssssnernssnssssnnsssnsinsasis sss0osasiesssinvaininsonsessalioss
AR ST O I I B NN i s v via vickaisss swoeinsa i 3w Fo 5 MO TS R AN E AL B Ay ey XA AR TR
AC-14 Permitted Actions without Identification or Authentication ... 14
AC-17 REMOTE ACCESS ..vvieiurieriunreessesissessruesesusessssesssrsessrsesoasesassssssssssorssranstessssesssnssasssisssanssaasssesssnnasns 14
AC-19 Access Control for Portable and Mobile Systems ..................................................................... 15
AC-19 (5) Control Enhancement.. . smnersmmraenngemerenameae s SRR R R R ED
AC-20 Use of External Informatfon Systems ....................................................................................... 15
AC-20(1) Control Enhaneemienit . v i iy sy i s e S bosiasss S sis i aas s T3 eod s s aes 7 4 458 16
AC-21 Information Sharing. ... i miiitiieiiimiiin e sessisasionsssnssssssssssssdsssaaiiniuivans snsmtsans 16
AC-22 Publicly Accessible COMTENT.......cuviiieiere i e e s s bbb 16
1.2 Awareness and Training (AT) oot bbb st 17
AT-1 Security Awareness and Training Policy and Procedures ... 17
AT-2 SECUTIEY AWBTEIESS . .uveeeuaeieiieesira iaessiasbasias s s bt s aebassesas s eaa s s e s bbs 4 s as o s s se s s sbb S SR A L e R s S S bn S e s n e 17
AT-2 (2) Control ENRENCEMENT .. c.iiiiiieirier it ee it eies e est s ee s rss s s s e e es e eas e e st e chbe e e ra st en e e b0 17
AT-3 Role-Based Security Training . ..cocouiiiuieiiiieierie s eecceeeesas s ssba s srra s sransesn s s sne s s ba s s an e s snr e erne e 17
AT-4 Security Training RECOTAS ....iuviiiiriiiiiisiir ettt e 18
1.3 Audit and Accountability (AU) ...t sdisi oo s sis s ssrassssssvassssassasaseasan 18
AU-1 Audit and Accountability Policy and Procedures ... 18
AU A BVONIES ... oo oo i e ae s T S B e S o0 Y S S S e S S TR A VAR 9435 18
AU-2 (3) CONrol ENNaNCEMENT....uciiiiessemeeiieseeciceesssatsasbe s s ese s ea s ss s sd s fa o ssa seas RSR S S ame e 18
AU=3 Content of AUdIt RECOTS ... oo i iiimivsisivssaiiiissesihisivsarssass s ssn dodasiassinsesnssaon s snsanmonss 19
AU-3 (1) CONErol ENNBNCEMENT. c..ciuiiitiiitis it iosisssis e esss s s e s bbb bbbt 19
AU-5 Response to Audit Processing Failures..........ccocovviiiiii i 19

Company Sensitive and Proprietary Page 3



Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

AU-6 Audit Review, Analysis, and REPOITING .......cc.coiiuieiiiiieiieiciets ettt se e es s 19
AUFB (1) CONETol BRI anCeIEIT o suscvussvissssnvs i saodsssstdisias dukiisis s L0485 ek s RS KB RS PSR 19
AU-6 (3) CONErol ENRBNCEMENT. .. ciiiiiiiiciei et cee st e ressasss et s s sssesreessssersanseseesasessanessesaereaseearessesnteseenes 20

AU -8 TIMB SEAIMIPS .. ittt et tere s te s s ss e et e sa s e sa e b s s sassa s s eabseeb b s eae e b b esadeaa b s st e sas e s e ertsaneanbenesneneten 20
A8 (1) Contrel EnRan cement: o ks d i asi s s S R S e I L s s 20

AU-9 Protection of Audit Information. ..o i i neie i i vt s 20
AL G e P T I G O R BT i s om0 13 S T i G o e T B T T 20

AR AT R 0T O B O T DA im0 9 B S 3 o SO R G ot S 20

AU-12 Audit Generation. s s i e e e R e 21

1.4 Security Assessment and Authorization (CA)........cocceriiiciniiniinoneiiisresse s s sneses 21

CA-1 Certification, Authorization, Security Assessment Policy and Procedures...........coccvvvveeriveeennnnn. 21

CA-2 SECUTIY A SOEEIMBIS cuiviiiiiviavivsvsissinir ik sviwases s i ves iu viessvtanton in b asmssas bbH i onsaans Vs R B ERA B o SR TR RGN oY
CA-2 (3) CONTIOl EN BN CRMENT Lottt ittt e et e e et e e et e e e et e ers e et e eseeaneeets e st e e st e sa s e etseaneessa e e e arenenneens

(O BV ¢ s o o =T oo Y =T ot 4 Lo 4 KU
CA-3 (5) CONTIOl EMNBNCEMEBNT Lot itiitiiei ettt ettt es e ee e saeetaese s e et et eesaeseensens s et st seeesbesbanssessasinsareeanssanines

CA-5 Plan of Action @and MilEStONES......iuiiceiiiiiiiiiiieiisiresiesesaesrsssssssssssnseraesrsesssessnssstassssrsssssessssssssnns

CA-6 SecUTItY AULNOFIZATION .vviiei ittt ce e e ee e et e s sbtesessbae e s s ennsaaeeesbeesseeabaeessabessenrnnesesbanesees

CACTCONTIRUBUS IOTITEONHIE oo uiuvvvvcasis s oo iasats s oms v o am s ras d4s 00 AL GRS A
L0 b B Tt =Y =T =1 4=

CA-8 Penetration TeStinME. ..o ittt st b e ab e se b n e e st b e e

CA=8 (1) Control EnhanCemMENT . iiiiiiiiiieiiemss s sistsmmsssiesssiheriirsisss b maishisisni i s
1.5  Configuration Management (CIM) .. ..ottt sat e etie e eb e s sabe s s baeaesss e s e eassaeabbaaasanses

CM-1 Configuration Management Policies and Procedures
CM-2 Baseline CoONFIGUIATION .......coviiiii ettt rs e et e e s e e s s aeeeanssa b e e bbe s srbn e e aens
CM-2.(1} Control Enhancement o i s o i e i i A i s s R i s viiare
CM-2 (2) Control ENRanCement. ... e eceeceeees e ees s eessaseessescrnasesreassrnesnesssnes
EM-2{3) Control ENNanCEMIBIL: oo iiinesiniiiiman s iotoniissmteiasitssdsastosses fetas
CM-2.(7) Control Enhancement iiaiaiiiiiamimuii i isnisisimiiaismemiesmiminng

CM-3 Configuration Change Control.........cviiiiiiiiiii e s a sttt ai s s nn s
CM-4 Security IMPact ANBIYSIS.......ooiiriiiii ettt sttt e s s sr s ssaeesate e s e e ennaeennesessnnnnne
CM-5ACEEES RESETCOONS TOT CHANPE o connmsvis wvsmisssmnmasne b 5005 O oy 15533 e R 1R #480§ 503 S04 A G PR

CM-5 {1) Control Enhancement
CM-5 (3) Control Enhancement

CM-6 Configuration SetEINES ..o s i s e T T o e e ot B e iRd e b i
CM-6 (1) Control Enhancement
EMVI=7 LA FAUNCEIONEIEN <o ci0-xsn oo vnsios pimrmassesssns 155 schnsmtnsusss oo noswse dasisvsadanronp s 60 e s Rnind STvassFa e ins 5 REEA AT DR AESY

CIMI=7 (2) CONEIOl BN BN C MBI cveicriiieseeeriiseeseeeirsastsesessesesnssessessssseassneesssssesessenseeebss e s bne et e saseasananeenseensnnanas
CM-7 (5) Control Enhancement.........oceviveiiieeiiiiiinninns b G A B R R 4 S S G SRR S R A

CM-9 Configuration Management Plan ... siisisins s sns e s n s
CM-10 Software Usage RestriClions.......couieiieiiiiines et csriieses s sae s e e essesas e sb b sne s
EM-10 (1) CONLrol NPT, wuivissws wsssivsssias i viassraisssvs s aassont 665 ot s o dursdvssui Foi50 5504550 55454654 Ho A EPRVEINI R SIS
CM-11 User-Installed SOWATe .......cccociiiiiiiiiiii et srs s bs s s ers s na et sr e e an e ab e s s e
1.6: 'Contingency Planning (P s sy e ssn et s 5 e e i o o s SRS (R s ke

CP-1 Contingency Planning Policy and Procedures........cccvveiuerimeniimnc i

CP-2 CONTINZENCY PIBN c.cuiiviiiiiciiieciee s s s e s s sese s ansaeda s sabae s eae s e aan e e sasaashneesaaa e b e s asbraaanns
CP-2 (1) Control ENhancement ... ..ottt st
CP-2 (2) Control ENhancement .......co.ceviieeieinee st
CP-2 (3) Control Enhancement ..........
CP-2 (8) Control ENNANCEMENT ....ecoveiieirieieiasie s sssss s sssssas e sas s s s se s sesssnssansssenas
CP-3 Contingency TraiNiNg ....cocciiiiiieisinsinisiss s d bbbt b bbbt
CP-4 CoONtINGENCY Plan TESTINE ...c.evvevieeterteteie et saes s sr s s et e
CP-4 (1) CONrol ENRENCEMENT ...vverieireee et ab s ed b bR b

CP-9 Information SYSTEM BaCKUD .....cocovevieieiieis et ssb bbb e s

Controlled Unclassified Information Page 4



Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

CP-10 Information System Recovery and Reconstitution ..........cccis s 32
CP-10 (2) Control En eIt . s iiin ok s i e S aiv s s 440 s Eamvb SO E 1 g (PO AR S KA v v i e 2 32

1.7  Identification and Authentication (IA) .......c.viiiiiiirerrrie e sbs i as e 32

IA-1 Identification and Authentication Policy and Procedures ... 32

IA-2 User Identification and Authentication
1A-2 (1) Control Enhancement .........c.coo..... R R L L R s R R R ST s S R SR
I1A-2 (2) Control Enhancement .......c.ccccevveiinnen,
I1A-2 (5) Control Enhancement ........ccooevveennnnens
IA-2 (8) Control Enhancement .........ccccoevvvvnene
1A:2 [12)Control ERNanCOmIBAL . i ity i by s ev 5 T T A s B aadid i s 08 A S WA v i dd b T RadbaTEo Fe

1A-4 Identifier Management (it it i s i s T i st s e oo Sve e iR s e b
1A=4 (4) CONLEOl ERNaNCEMEBRE s i isnaimmamiies et s s sveessssVaviiss d55m o ossaomis Sousast ovms Ko 0 ko pET oI S s 4B p 304

[A-5 AUthenticator MBNaZEMENT ... ....oc.oiiiiiiiiic it i sre s s se e s aesabe s e saas hs e bassaseas s baeennesbasanne b
JA-5[1) CONtrOl ENRERCOMBIT ... oviivvrvinissiniostviisisasinesvdssssis i5assasaas oo visns sHHE 530 daadansaonsas 48R 0E 11 T0 i s nsotn
1A=5 {2) Control Enhancement.. . ..o corsisvamisris s oiisbie s iias sisnr o mod i DTa bt il s s n s il dasiiana
L ) O Y RO T D I R IYYEITE  coancinnoiusos s fumen s 9w 4 3o o W ST £ R AR P B S TR R RS SR E PR A
1A-5 {6) Control Enhancement . ;i csiieiiiimi i sinnsiiis i i il i aimni v Wi i s
IA-5 (7) Control Enhancement ........ccccooveiiciinniiciininn
1A-5 (11) Control Enhancement

IA-6 Authenticator FEedBatk ci: i v fvivinasas mvsvs vissese s sl e dssaiaaes s 5555086 s 0AT Buna Vuaasnaaions

IA-8 |dentification and Authentication (Non-Organizational USers).......ccccccuieimnnnciciiiiiiiniininiis 36
IA-8 (1) Control Enhancement
IA-8 (2) Control Enhancement
IA-8 (4) Control Enhancement

1.8 INCIAENT RESPONSE (IR) .ouveiueiiiiiiiiaieiieiteesisst et e s sre s sreste st s sas e s es st e s msmeems e e sassbe b e bebesbsa s aasrans
IR-1 Incident Response Policy and Procedures ........ueeeeieeenieineeicii s ean s 36
IR-2 Incident ReSpoNSe TraININE .....cccceiimasiosismisimainssivmsnssssasisss ssasssnssmserssnssessssss bbb sntsssssansasasanssasassnnasss 36
IR-3 Incident Response TESTING «...cuuimiraiisimmiinsviissssiisisibnist rovtiiss sbs e siaias svedudsassscesana sasmmnsesiosssasns 37

IR-3 (2) CONtrOl ENRANCEMEBAT ... oviviswsismiorsosesruscibu sasbansunsns siisistanass ssersnns sints s issgrassyassayssrasnsssasasssssnss sanasasagas 37
|28 B Tt =T a =15 Lo | 1 =SOSR OO PV PR PP PP PPTP PP PSP 37
IR-4 (1) CONrol ENRBNCEIMENT ...ivevirierieiireeesrenesrrseseseesesssessessiassssshessesenarassesas s eusaasasssas shassheassbeminn e iasis 37
IR=5 INCIA@NT IMIOMITOIINE . ..eeeiteeiire ittt iesies et e st e s me e e e eabessabbs s raa e e s sas s e ass e e bbe e ebaa e et e e s 2o ame st 37
Lo T ol Ts [Ty 2]=T e Lo o= OO PSPPI PP PP T PR EN 38
IR-6 (1) CONErol ENNENCEMENT ..vevvitirisesreaesnssesssssssssseseenesasssatssbasssassssnsssssssbaessssant se b ars s bn b n s ban s sn s b et 38
IR-7 INCident RESPONSE ASSISTANCE ... .cccevriiiiressriieesreeeiiestasreieiaaes e neaseesseeis s b b s ead s aa e r e bbb s 38
IR-7 (1) Control ENhanCEMENT ...c.cciiimimiarisiesiiesiaiisaniiars st sassssasssssssssesssestssbbesssbnesassessbusiasisisassssassssunes 38
IR-7 (2) CoNtrol ENNENCEMENT . .civviriiieeseierr e eie e siae e sene e i s s s sea s s ea s s e et e e s en e s ns st SO TER P 38
IR-8 INCIHENT RESPONSE PlaN...cu.ivieereeeeeeeiesineeee ettt seississ s sass s as st d b 39
IR-9 Information Spillage RESPONSE ...i.uiiuiiiiriiimimie e s e e 40

IR-9 (1) Control Enhancement
IR-9 (2) Control Enhancement
IR-9 (3) Control Enhancement
IR-9 (4) Control Enhancement

1.9 MEINTENANCE (IMA) .ottt e e e e bbb e b e b e s R s h e s LA TR e e e s e e et st
MA-1 System Maintenance Policy and ProCedures ..o 41
MA:Z Controlled Mainte mamee < i i e e i st e ddas s i s an das R S F IR F 4 VYRR SRR 41
IMA-3 IMAINTENANCE TOOIS 1.vvvieesivreeieieereeeeeiereseesiseeessbasseeessasassrs s es e e s e e eeabbsesthabr e es e s e e s ana b e s s e r e e snsn 41
MA-4 REMOLE IMIAINTEMANCE . .uuusisrarriereessieseeseasessssarssrsarsnnrsrsssasessnsrasnmarmesesetsssntatnsiesessasssmasissssasrares 42

MA-4 (2) CONEIOl ENRBNCEMENT ...ttt s sb b e LA oa e 42
MA-5 Maintenance PersonNel ... ....iciiiiiiiiiireriireeer e es s ses s isas s bass s s s s s s e s b s rabas s st an s ees 42
MA-5 (1) CONtrol EMRENCEMENT ..ottt it ie s s s eh bbb s 43

1.10 Media Protection (IMP) .....coiceeiivsiossinisssinsiisissvisisisraiorssasinsstssssmsssssasisasnasiitssssaennsressessissssaras 43
P2 Media ACCESS: ..o i s T e e o 0 s s U Ve Wi R e T B I LB e b st 43
IVIP=2 IMIEAIE SEOTAEE ©.vevevivrremeeestseesieesssesmreesessoeseasansssbsasas s s bbb e S eb bbb bbb 43

Controlled Unclassified Information Page 5



Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

NP5 Media Transport oo e mma s s o seia s s ey i sab i W S 53 43
MP-6 Media Sanitization and DISPOSEA! ...c..cuuiiireieiiiiiie s s bs s er e enesaeres 43
MP-6(2) Control EnhanCement s i e e i S R e e 44
1AY: Plmning (PL) i tonti snileiaa b R h s v 44
PL-1 Security Planning Policy and ProCedures ...t sne s 44
PL-2 SYSEEM SECUITLY PLAN 1oviiiiie e et et e et ee e eeebeeva e s e s eeraeraens 44
PL-2 (3) Control Enhancement........c..occcovveevevnnnne. e N e Y Ay i N e 2 AR R EE R SR R ety 45
PL-4 RUIBS OF BERAVIOT 1.ttt ettt eb et et bbb bbb b st b en s en e snas 45
PL-4 (1) CONErol ENRBNCEMENT....c.iiiiieeeieeeees ettt ettt ettt ess e s et es e s s s ene st enssess et emnsssnesen s enees 45
PL-8 Information SECUFity ArChITECIUIE ......eioiveivei et eceitie st eaesernseesaeeesseesesaeeessaentesssseesrnneeeansens 45
1,12 Personnel SECUTTLY (PS) ..ottt ettt cab e bbbt b e s bb e e enne e srb e e s bsn e bans 416
PS-1 Personnel Security POlCY and ProCRAUIES .....ccvvviiesiieiese s iesies s s sessesssessesseeses e assnessassnessans 46
PS5-2 Position Categorzation . .uwwimmmsiiiimaiimiiiiniiniiimm v vt i st 46
PS=3 Personnel SCreening i iiniiimimy S i st e v s e e s 46
PS-3 (3) Control ENhanceMent s aimiuim it wnds dii i feiirn s srann iwiinmei e 46
PS-4 Personnel Termination . ..o uasmiimiiiiaiimine e b s i A i sy s s i S 47
PS-5 Personnel Transfer ... ..ocuiiiii et 47
PS-6 ACCESS ABTEEIMIENTS .. ooevieiieeitiie e it eeserr et s e b e e e ses bt e e et easaeee s s e e e e b e s es s e e s e bas s e st s ae s be s e e aesean 47
PS-7 Third-Party PErsOnNEl SECURILY wiuiuiimiiisms civimsimis i vasssove iviinsssvsnomiossatsas sossososssassissess rsinsioaisweins 48
PS8 ParsOnN el S AN Gl OIS - sty s e o 30 S S B e S S i o e G T T A T 48
1.13° RiskAssessment [RA) iuaitiunimarermisi it s i s sy i 49
RA-1 Risk Assessment Policy and ProCeAUIES .....oc.oiciiuiiiiiiiiiiiicirieceissiiasissre e se e inn e e e ssaesenmessanenas 49
RA-3 RiSK ASSESSITIENT 1ouvieeiiieieiiit s irie s sttt eeeseests e sse e sbneseasssensaess e e s nsn e e ssnessaeeeseneesameeemaes e s sernearmanesanness
RS N B e AN S CAPTIIIVE v rengmorms s s omm A R o F P S NS A D ER A AR TS
RA-5 (8) Control Enhancement
1.14 System and Services ACQUISITION (SA) ...oivuiiiiiiiiimrirrirrn e 50
SA-1 System and Services Acquisition Policy and Procedures .........c.cocciiininiiniiini o, 50
SA-2 AlIOCATION OF RESOUITES -.eeivveerieesieieeereeeeressaeesteereeeaessebasbesesaebb s saeeab e sbesn s e s sb s ss s ebea s san e s s aassebes 50
SA-3 System Development Life CyCle ..o s srisaas s ease st s erassnss s sane s 50
SA-A ACQUISILIONS PIOCESS i iiiiisiin i msaiirieitian i syt Salas Sl inmimi
SA-4 (8) Control ENhancement ........covviviiiiiiiricinesineenecens
SA-4 (9) Control ENhancement ........oooeeeeveecrseeesec e
SA-4 (10) Control Enhancement
SA-5 Information System Documentation ...
SA-8 Security Engineering PrinCiples ... sessiisbis o s snssiasnsions
SA-9 External INformation SYSTEM SEIVICES ........ccceveiiiiiiiiiiiniisrisasess s e bbb es s s
SA-9 (1) Control Enhan Ce et s s ot e s s S N S i S e Sa s e RS e TR SR e
SA-9 (2) CONEIOl ENRBNCEIMEBNT L..oeiiitieciis i et ceie st e s e e e ee e smseesiba s s st 2 s n s s s ns s e nsa s sm s s snseenasseanrneenannen
5A-9(A) Control ENRaEeMENT i mmiss ks elosis i s iisess s side e ivoss SR sain fos divai s so e ddinaavaws sas s
SA-10 Developer Configuration Management ........cceciiiiiiiimeirs it
A Y O O] NI AT VERIETVOINE vons socqnnos s o s5es 553 el o o Ba SV AR S 5 T ST RS TSRV I S TA AR s AT sty
SA-11 Developer Security Testing and EValuation.........c.ccvviirinnisnecnine s
SA-11 (1) Control ENhancement ........ocoveeveiieees i iine s S R L A
SA-11 (2) Control Enhancement ......oeceeirininnennncinsiesasnens
SA-11 (8) Control ENhanCemENt ..ii it riiisitiinntsssorsisiaisbonssiesioieonsssiust o revmesvnsss iass siadi o2 bamibiusniisidasan
1.15 System and Communications Protection (SC)
SC-1 System and Communications Protection Policy and Procedures ... 54
SC-2 Application PartitioNiNg ........coeeeereieiescis s st s serrs s s ss e sne s bbb s b d s s s s 54
SC-5 Denial Of SErVICE PrOTECTION v uueisrsimessrsrssr sunerstsasssossssunsasasssssrassssnpiorsssnsssurssnrrassssmravssassssstsenssssass 54
SC-6 Resource Availability .......cciiiiiini i s s e 55

Controlled Unclassified Information Page 6



Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

SC-17 Public Key Infrastructiure CertifiCates ....iimiiriiiissioissisis s eeeseseesessaeseeseeseesessnsessesssesnsanneens 55
SCLG MODICICTEE ocsueussssnamossrmain rass b dn A G T ST T 55
SC-20 Secure Name / Address Resolution Service (Authoritative SOUFCe) ....oveveeeeeeeeere e, 55
SC-21 Secure Name / Address Resolution Service (Recursive or Caching Resolver) .....ccccooveveucenn.n. 55
SC-22 Architecture and Provisioning for Name / Address Resolution Service.......c.ccocvvieiiieeniennnn, 55
SC-23 Sassion AUhENTICIEY i ma inmmamais s b i s s s 56
1.16  System and INfOrmation INTEEIILY (S1)....cvevieereirerieiet i ereere sttt ss b e s sr s s 56
SI-1 System and Information Integrity Policy and Procedures........ccovvvvveierinrisrenisineeessesasseseens 56
SI2 IV REFBTIBLION 1 v csinoree vvisnmmssimanivason o o i dosavsins on Hsaunai b s b sus oSS SN o5 oo B 56
SI-2 (3) CONLIOl ENMRBNCEMENT Loviieiiiie ittt etsees s e s s bt seesbeeabeeseesestesasasseteare st seasatasessaessasnseresanesanesss 56
S1-3 MaliCioUS COUE PrOtECIION ..c.veirieeireriit ettt siiessiess s ase s s saesessbb et ses st sssae s et esssemst s eseaseresmsens 57
SI-3 (7) CONEIOl ENRBNCEMENL ..ottt et ee st ess e er e et e reeesaese s eenseenaeaessesssrnsssesasesssnessssseseessesnssnesasersannen 57
Sl-4 Information SyStem MONITOTING. ....cccuuereiirieicrceceeereeeescs et erese s es st eas e s s eessesesesennaneensens DT
SI-4 (2) CONTrol ENRANCEIMEBNT L.ooviiiviieie et ees e eseeeeesaeseeaseernesomseeseesneeseeaseeenseessaerneseeensesnsaeeesssnenseeres 57
S G Y O M OF B A CEINIIE ~iixnssaowss o oo st 2 L S o T 1 R S v T B s € B T b b PR T 57
SI-6 Security FUNCtionality Verification ...ttt b s se s s s ba s 57
SI-7 Software & INfOrmation INTEEIITY.........cviiiieis ettt ittt sesbeas e s e s e sesseseeeaesnseneneenaneas 57
SEZH{TY Control ENHanComBng oo it sl ias s st siinns vs Hows s s et s ddven Vs Wi miaith 58
SI-7 (7) Control ENRENCEMENT ..ooiiiriereeesieisae et sassss s senr e ssssansseens yasrmepne T PEAA e R AR A RA TR e s ey 58
SI-10 Information INPUt Validation..............cvviicuiiiieie et ceer e eb s es et ease e esns s sneseeanneas 58
R g o T = T T | =SOSR 58
SI-12 Information Output Handling and Retention...........ieieierieiiinesies e e e 58
Sl G N S DY P OB BT ION . cocisavorsvvsissimvmnsemais oi oo sveaits siombis dhive sd daioss Emvab SR S1NE SVER 0N 04 SONTRITRSTUasbASA Yo v s b 58

Controlled Unclassified Information Page 7



AN

Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

Controls

This document was designed for those FCCP Customers who partner with Datapipe Government
Solutions (DGS) Federal Community Cloud Platform (FCCP). DGS is responsible for the
system infrastructure and partners with a provider who is responsible for the application and
database. Each entity has a responsibility to document how NIST-mandated controls are
implemented. In certain instances, there are only controls that apply to DGS, or the FCCP
Customer, or both. Below is a list of shared controls. The FCCP Customer is expected to
document its implementation in a manner such that each can be tested during Step 4 of the NIST
SP 800-37, Revision | Risk Management Framework (RMF) process. Please refer to the
FedRAMP web site: www.fedramp.gov for more information and templates.

1.1 ACCESS CONTROL (AC)

AC-1 Access Control Policy and Procedures

AC-1 What is the solution and how is it implemented?
Parta | FCCP Customer is responsible for having policies for this control family.

Part b | FCCP Customer is responsible for having procedures for this control family.
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AC-2 Account Management

AC-2 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for identifying account types for their own users. System
design only allows FCCP Customer access to the following:

° Application access
° Database access
The FCCP Customer must identify account types for its users in the FCCP Customer’s SSP.

Partb

The FCCP Customer is responsible for defining in its SSP how account managers are assigned for
the database and application.

Partc

The FCCP Customer is responsible for establishing its own group membership protocols for the
application and database. How conditions are established for group membership for the FCCP
Customer’s customer will be addressed in the FCCP Customer’s SSP.

Partd

The FCCP Customer is responsible for identifying authorized users of the IS and specifying access
privileges for the application and database. How the FCCP Customer identifies authorized users of
the information system and specifies access privileges is described in the FCCP Customer’s SSP.

Part e

The FCCP Customer is required to obtain appropriate approvals for requests to establish accounts
for the application and database environment. The process for obtaining appropriate approvals for
requests to establish accounts is described in the FCCP Customer’s SSP

Part f

The FCCP Customer is responsible for notifying account managers when temporary accounts are
no longer required and when information system users are terminated, transferred, or information
system usage or need-to-know/need-to-share changes for application and database accounts. The
process of establishing, activating, modifying, disabling, and removing accounts is described in
the FCCP Customer’s SSP.

Partg

The FCCP Customer is responsible for issuing a temporary, guest, or anonymous account at their
discretion for the application and database. How the FCCP Customer specifically authorizes and
monitors the use of guest/anonymous and temporary accounts is described in its SSP

Part h

The FCCP Customer Program Manager is responsible for contacting the DGS FCCP
Program Manager if an FCCP Customer employee is terminated, transferred, or information
system usage or need-to-know/need-to-share changes.

How the FCCP Customer notifies account managers when temporary accounts are no longer
required and when information system users are terminated, transferred, or information system
usage or need-to-know/need-to-share changes is described in FCCP Customer’s SSP and included
in their FedRAMP submission.

Parti

The FCCP Customer is responsible for granting access to the application and database based ona
valid access authorization; (ii) intended system usage; and (iii) other attributes as required by the
organization or associated missions/business functions.

Part j

The FCCP Customer is responsible for reviewing accounts for the application and database.

Part k

The FCCP Customer is responsible for establishing a process for reissuing shared/group account
credentials (if deployed) when individuals are removed from the group for the application and
database.
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C-2 (1) Control Enhancement

AC-2 (1) What is the solution and how is it implemented?

The FCCP Customer is responsible for automating management of accounts for the application and databasc.

AC-2 (2) Control Enhancement

AC-2 (2) What is the solution and how is it implemented?
/ The FCCP Customer is responsible for automatically terminating temporary and emergency accounts for the
application and database users.

AC-2 (3) Control Enhancement

/ AC-2 (3) What is the solution and how is it implemented
The FCCP Customer is responsible for disabling inactive user and nonuser accounts in accordance with their
own policies and procedures.

AC-2 (4) Control Enhancement

AC-2 (4) What is the solution and how is it implemented?

1 The FCCP Customer is responsible for automatically auditing account creation, modification, disabling, and
termination actions for the application and database.

AC-2 (5) Control Enhancement

~ AC-2 (5) What is the solution and how is it implemented?

1 The FCCP Customer will describe in its SSP how time periods of expected inactivity are defined for the
database and application

AC-2 (7) Control Enhancement

AC-2 (7) What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for establishing and administering privileged user
accounts in accordance with a role-based access scheme that organizes information system
and network privileges into roles for the application and database.

Parth | The FCCP Customer is responsible for tracking and monitoring privileged role assignments for
| the application and database.

Partc | The FCCP Customer is responsible for disabling accounts associated with privileged role
| assignments when those assignments are no longer appropriate for the application and database.
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AC-2 (9) Control Enhancement

AC-2 (9) What is the solution and how is it implemented?

The FCCP Customer is responsible for describing in its SSP the conditions that permit the use of

== | shared/group accounts for the database and application.
AC-2 (10) Control Enhancement
/AC-2 (10) What is the solution and how is it implemented?
The FCCP Customer will describe in its SSP how shared/group account credentials are terminated
— . .
when members leave the group for the database and application.

o

AC-2 (12) Control Enhancement

AC-2 (12) What is the solution and how is it implemented?

Parta | The FCCP Customer will describe in its SSP how it monitors information system accounts for the
database and application.

Partb | The FCCP Customer will describe in its SSP how atypical usage of information accounts are
reported for the database and application.

[ AC-5 Separation of Duties

AC-5 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for separating duties of individuals as necessary for the
application and database, to prevent malevolent activity without collusion.

Parth | The FCCP Customer is responsible for documenting separation of duties for the application and

database users and administrators.

Partc | The FCCP Customer is responsible for implementing separation of duties through assigned
information system access authorizations for the application and database.

AC-6 Least Privilege

AC-6 What is the solution and how is it implemented?

The FCCP Customer is responsible for employing the concept of least privilege, allowing only authorized
access for users of the application and database (and processes acting on behalf of users), which are
necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

AC-6 (1) Control Enhancement

AC-6 (1) What is the solution and how is it implemented?

The FCCP Customer is responsible for explicitly authorizing access to list of security functions for the
application and database.
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AC-6 (2) Control Enhancement

AC-6 (2) What is the solution and how is it implemented?

The FCCP Customer is responsible for requiring that users of information system accounts, or roles, with
access to security functions or security-relevant information for the application and database, use non-
privileged accounts, or roles, when accessing other system functions, and if feasible, audits any use of
privileged accounts, or roles, for such functions.

AC 6 (5) Control Enhancement

AC-6 (5) What is the solution and how is it implemented?

The FCCP Customer is responsible for explaining which roles it restricts privileged accounts for the database
and application.

A list of user assigned authorizations with user privileges. The DGS FCCP AC Policies and Procedures.
Related control to AC-3. A list of personnel.

Security system accounts (Centrify, Splunk, FirePOWER, Trend Micro and Nessus) are restricted to people
assigned the System Engineer role

Server operating system administrative accounts are restricted to people assigned the System Administrator
role

Network device accounts (firewalls, routers switches, load balancers) are restricted to people assigned the
Network Administrator role

VM Ware administrator accounts are restricted to people assigned the Virtualization Administrator role

Active Directory administrator accounts are restricted to people assigned the Domain Administrator role

AC-6 (9) Control Enhancement

AC-6 (9) What is the solution and how is it implemented?

The FCCP Customer will describe in its SSP how the database and application audits privileged access.

AC-6 (10) Control Enhancement

AC-6 (10) What is the solution and how is it implemented?

The FCCP Customer is responsible for describing in its SSP how it prevents non-privileged users from
executing privileged functions to include disabling, circumventing, or altering implemented security
safeguards/countermeasures.
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AC-7 Unsuccessful Login Attempts

AC-7 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for enforcing a limit of consecutive invalid login attempts to
the application or database by a user within a specific time period.
Parth | The FCCP Customer is responsible for configuring the application and database to automatically

lock the account for a specific time period, lock the account until released by an administrator, or
delays the next login prompt when the maximum number of unsuccessful attempts into the
application or database is exceeded. The control applies regardless of whether the login occurs via

| a local or network connection.

AC-8 System Use Notification

AC-8 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for displaying an approved system use notification message or
banner before granting access to the application or database that provides privacy and security
notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance and states that: (i) users are accessing a U.S. Government information
system;, (ii) system usage may be monitored, recorded, and subject to audit; (iii) unauthorized use
of the system is prohibited and subject to criminal and civil penalties; and (iv) use of the system
indicates consent to monitoring and recording.

Parth

The FCCP Customer is responsible for retaining the notification message or banner on the screen
until users take explicit actions to log on to or further access the information system.

Partc

For applications and databases that are part of a publicly accessible systems, the FCCP Customer
is responsible for: (i) displays the system use information when appropriate, before granting
further access; (ii) displays references, if any. to monitoring, recording, or auditing that are
consistent with privacy accommodations for such systems that generally prohibit those activities;
and (iii) includes in the notice given to public users of the information system, a description of the
authorized uses of the system.

AC-8 What is the solution and how is it implemented?

Req. 1

The FCCP Customer is responsible for determining elements of the application and database
within cloud environment that require the System Use Notification control.

Req.2

The FCCP Customer is responsible for ensuring the application and database display the most
recent Warning Banner and indicate the percentage of items requiring the banner setting.

Req. 3

The FCCP Customer is responsible for providing results of verification and the necessary
periodicity of the application and database baseline configuration review.

AC-10 Concurrent Session Control

AC-10 What is the solution and how is it implemented?

The FCCP Customer is responsible for limiting the number of concurrent sessions for each application and
database account.
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AC-11 Session Lock

AC-11 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for preventing further access to the application and database
by initiating a session lock.
Parth | The FCCP Customer is responsible for retaining the session lock until the application or database

user reestablishes access using established identification and authentication procedures.

AC-12 Session Termination

AC-12 What is the solution and how is it implemented?

session,

The FCCP Customer describes in its SSP how the database and application automatically terminates a user

AC-14 Permitted Actions without Identification or Authentication

AC-14 What is the solution and how is it implemented?

Parta

The FCCP Customer describes in its SSP what user actions, if any, that can be accomplished
within the customer environment without identification and authentication.

™

The FCCP Customer describes in its SSP what user actions, if any. that can be accomplished
within the customer environment without identification and authentication.

AC-17 Remote Access

AC-17 What is the solution and how is it implemented? '

Part a

Since the FCCP CPM Customer Administrator is an authorized privileged role, the FCCP CPM
Administrator accesses the management zone using the same process as the DGS FCCP System
Administrators, DGS FCCP Domain Administrators, DGS FCCP Network Administrators, DGS
FCCP Virtualization Administrators, and DGS FCCP Security Engineers. The FCCP CPM
Customer Administrator would need to gain remote access to the FCCP system before granting
access to its users to the application and database. The FCCP CPM Customer is responsible for
describing how its users gain remote access in its SSP.

Controlled Unclassified Information Page 14




%,

Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

AC-19 Access Control for Portable and Mobile Systems

AC-19 What is the solution and how is it implemented?

Parth

Parta | The FCCP Customer is responsible for documenting in its SSP how it establishes usage
restrictions, configuration requirements, connecting requirements, and implementation guidance
for FCCP Customer-controlled mobile devices.

The FCCP Customer does not authorize the direct connection of mobile devices to systems in the

FCCP accreditation boundary. It is the email correspondence from customers in the FCCP
environment which may be sent and received to and from mobile devices. For this correspondence
only mobile devices with encryption enabled via passcode, biometric finger scan, or unique
pattern are authorized.

AC-19 (5) Control Enhancement

'AC-19 (5) What is the solution and how is it implemented?

The FCCP Customer is responsible for describing in its SSP the type of encryption to protect the
confidentiality and integrity of information on organization-defined mobile devices.

AC-20 Use of External Information Systems

AC-20 What is the solution and how is it implemented? '

Parta | The FCCP Customer will describe in its SSP how it establishes terms and conditions, consistent
with any trust relationships established with other organizations owning, operating, and/or
maintaining external information systems, allowing authorized individuals to access the
information system from the external information systems.

Partb | The FCCP Customer will describe in its SSP how it establishes terms and conditions, consistent

with any trust relationships established with other organizations owning, operating, and/or
maintaining external information systems, allowing authorized individuals to process, store, and/or
transmit organization-controlled information using the external information systems.
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AC-20 (1) Control Enhancement

AC-20 (1) What is the solution and how is it implemented?

Parta

If the FCCP Customer requests an interconnection to be made, the DGS Customer will
provide security relevant information for DGS consideration via the Change Advisory Board.
DGS will assess the proposed change, attain formal approval via internal Change Advisory
and FedRAMP prior to implementing the change. If FCCP Customer allows external
connections, the FCCP Customer will describe in its SSP how it can verify the
implementation of required security controls on the external system as specified in the FCCP
Customer’s information security policy and security plan,

Part b

If the FCCP Customer requests an interconnection to be made, the DGS Customer will
provide security relevant information for DGS consideration via the Change Advisory Board.
DGS will assess the proposed change, attain formal approval via internal Change Advisory
and FedRAMP prior to implementing the change. If FCCP Customer allows external
connections, the FCCP Customer will describe in its SSP how it has approved information
system connection or processing agreements with the organizational entity hosting the
external information system.

AC-21 Information Sharing

AC-21 What is the solution and how is it implemented?

Part a

The FCCP Customer will describe in its SSP how it facilitates information sharing by enabling
authorized users to determine whether access authorizations assigned to the sharing partner match
the access restrictions on the information for privileged medical information, contract-sensitive
information, proprietary information, personally identifiable information, classified information
related to special access programs or compartments.

Parth

The FCCP Customer will describe in its SSP how it employs rule-based access control (RuBAC),
access control matrix, content-dependent access control, and context-dependent access control
mechanisms for the database and application.

AC-22 Publicly Accessible Content

AC-22 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for designating individuals associated with the application and
database authorized to post information onto an organizational information system that is publicly
accessible.

Partb

| The FCCP Customer is responsible for training authorized individuals to ensure that publicly

accessible information from the application or database does not contain non-public information.

Partc

The FCCP Customer is responsible for reviewing the proposed content of publicly accessible
information for nonpublic information prior to posting onto the organizational information system.

Part d

The FCCP Customer is responsible for reviewing the content on the publicly accessible
organizational information system for non-public information and removing nonpublic
information from the publicly accessible organizational information system, if discovered.
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1.2 AWARENESS AND TRAINING (AT)

AT-1 Security Awareness and Training Policy and Procedures

AT-1 What is the solution and how is it implemented?

Parta | FCCP Customer is responsible for having policies for this control family.

Partb | FCCP Customer is responsible for having procedures for this control family.

AT-2 Security Awareness

AT-2 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for providing basic security awareness training to all
information system users of the application and database (including managers, senior executives,
and contractors) as part of initial training for new users. when required by system changes.

Partb | The FCCP Customer is responsible for providing basic security awareness training to all
information system users of the application and database (including managers, senior executives,
and contractors) as part of initial training for new users, when required by system changes.

Part¢ | The FCCP Customer is responsible for providing basic security awareness training to all
information system users of the application and database (including managers, senior executives,
and contractors) as part of initial training for new users, when required by system changes.

AT-2 (2) Control Enhancement

AT-2 {2‘}'.-What is the solution a'a_n_;_i how is it implemented?

The FCCP Customer is responsible for explaining in its SSP how it includes security awareness training on
recognizing and reporting potential indicators of insider threat.

AT-3 Role-Based Security Training

AT-3 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for providing role-based security-related training for the
application and database before authorizing access to the system,

Partb | The FCCP Customer is responsible for providing role-based security-related training for the
application and database when required by system changes.

Part¢ | The FCCP Customer will describe in its SSP how role-based security training to personnel
assigned security roles and responsibilities at least annually.
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AT-4 Security Training Records

AT-4 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for documenting and monitoring individual information
system security training activities for the application and database including basic security
awareness training and specific information system security training; and retaining individual
training records for at least one year.

Parth

The FCCP Customer is responsible for documenting in its SSP the retention period for FCCP
Customer staff training records.

1.3 AUDIT AND ACCOUNTABILITY (AU)
AU-1 Audit and Accountability Policy and Procedures

AU-1 What is the solution and how is it implemented?

hPart a

The FCCP Customer is responsible for having policies for this control family.

Parth

The FCCP Customer is responsible for having procedures for this control family.

AU-2 Audit Events

AU-2 What is the solution and how is it implemented?

The FCCP Customer is responsible for auditing the following for web applications and database: all
administrator activity, authentication checks, authorization checks, data deletions, data access, data changes,
and permission changes. The capabilities to configure auditing for web applications and database auditable
events will vary for each web application and database. DGS FCCP Domain Administrator, DGS FCCP
System Administrator, DGS FCCP Network Administrator, and DGS FCCP Security Engineer would not
have direct access to these web applications and database auditable events.

The FCCP Customer is responsible for coordinating the security audit function with the CPM
Government System Owner and other organizational entities for the application and database
requiring audit related information to enhance mutual support and to help guide the selection of
auditable events. For selecting application and database auditable events, the FCCP Customer
would not require participation from DGS FCCP.

The FCCP Customer is responsible for providing a rationale, in its SSP, why the list of auditable
events for the application and database are deemed to be adequate to support after-the-fact
investigations of security incidents.

Parta
Partbh
1 Partc
7 Partd

The FCCP Customer is responsible for determining. based on current threat information and
ongoing assessment of risk, that the following subset of events from AU-2 are to be audited for the
application and database.

AU-2 (3) Control Enhancement

AU-2 (3) What is the solution and how is it implemented?

and database annually or whenever there is a change in the threat environment.

7 The FCCP Customer is responsible for reviewing and updating the list of auditable events for the application

Controlled Unclassified Information Page 18




Federal Community Cloud Platform User’s Guide
Version 6.0 August 18, 2016

AU-3 Content of Audit Records

AU-3 What is the solution and how is it implemented?

The FCCP Customer is responsible for producing audit records for the application and database that contain
sufficient information to, at a minimum, establish what type of event occurred, when (date and time) the
event occurred, where the event occurred, the source of the event. the outcome (success or failure) of the
event, and the identity of any user/subject associated with the event.

AU-3 (1) Control Enhancement

AU-3 (1) What is the solution and how is it implemented?

The FCCP Customer is responsible for notifying the DGS FCCP Security engineer on which application logs
should be collected by FCCP log collection tools. FCCP Customer is responsible for documenting detailed
information in the audit records for audit events identified by type. location, or subject for the application and
database.

AU-5 Response to Audit Processing Failures

AU-5 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for alerting designated organizational officials in the event of a
database or application audit processing failure.

Parthb | The FCCP Customer is responsible for taking additional actions in the event of a database or
application audit processing failure. FCCP Customer can make a change request to make required
changes to FCCP firewalls per DGS FCCP and FCCP Customer’s change control process to
enable audit processing failure alerting.

AU-6 Audit Review, Analysis, and Reporting

AU-6 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for reviewing and analyzes information system audit records
for the application and database for indications of inappropriate or unusual activity, and
reports findings to designated organizational officials.

Partb | The FCCP Customer is responsible for adjusting the level of audit review, analysis, and reporting
within the application and database when there is a change in risk to organizational operations,
organizational assets, individuals, other organizations, or the Nation based on law enforcement
information, intelligence information, or other credible sources of information.

AU-6 (1) Control Enhancement

AU-6 (1) What is the solution and how is it implemented?

The FCCP Customer is responsible for integrating audit review, analysis, and reporting within the application
and database to support organizational processes for investigation and response to suspicious activities.
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AU-6 (3) Control Enhancement

AU-6 (3) What is the solution and how is it-iﬂipieﬁ‘i_éﬂteﬁ?

The FCCP Customer is responsible for analyzing and correlating audit records across different repositories
within the application and database to gain organization-wide situational awareness. In addition, the FCCP

4 Customer may request application and database logs that are captured by Splunk from the DGS FCCP

Security Engineer. The FCCP Customer may choose to receive the logs in the following formats: Raw
Events, CSV, XML, or JSON.

AU-8 Time Stamps

AU-8 (1) Control Enhancement

AU-8 (1) What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for configuring database time settings to synchronize with the
operating system or domain controller on at least an hourly basis.

1 s

The FCCP Customer is responsible for configuring database time settings to synchronize with the
operating system or domain controller on at least an hourly basis.

‘AU-8 (1) What is the solution and how is it implemented?

The FCCP Customer is responsible for configuring database time settings to synchronize with the
operating system or domain controller which are synched against time.nist.gov (Gaithersburg,
MD) and nist1-Ink.binary.net (Lincoln, Nebraska).

X

The FCCP Customer is responsible for configuring database time settings to synchronize with the
operating system or domain controller, which are synched against time.nist.gov (Gaithersburg,
MD) and nist1-Ink.binary.net (Lincoln, Nebraska).

AU-9 Protection of Audit Information

AU-9 What is the solution and how is it implemented?

Lo The FCCP Customer is responsible for protecting audit information and audit tools for the application and

database from unauthorized access, modification, and deletion.

AU-9 (2) Control Enhancement

AU-9 (2) What is the solution and ‘howis it implemented?

4 The FCCP Customer is responsible for backing up audit records for the application and database at onto a

different system or media than the system being audited,

AU-11 Audit Record Retention

AU-11 What is the solution and how is it implemented?

The FCCP Customer is responsible for retaining application and database audit records online to provide
support for after-the-fact investigations of security incidents and to meet regulatory and organizational
information retention requirements.
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AU-12 Audit Generation

AU-12 What is the solution and how is it implemented?

Part a

The FCCP Customer is responsible for providing audit record generation capability for the
application and database for the list of auditable events defined in AU-2.

Parth

The FCCP Customer is responsible for allowing designated organizational personnel to select,
which auditable events are to be audited by the application and database.

Part ¢

The FCCP Customer is responsible for generating audit records for the list of audited events
defined in AU-2 with the content as defined in AU-3 for the application and database.

ECURITY ASSESSMENT AND AUTHORIZATION (CA)

A-1 Certification, Authorization, Security Assessment Policy and Procedures

CA-1 What is the solution and how is it implemented?

The FCCP Customer is responsible for having policies for this control family.

v{“‘ Parta

Partb

The FCCP Customer is responsible for having procedures for this control family.

CA-2 Security Assessments

CA-2 What is the solution and how is it implemented?

Part a

The FCCP Customer is responsible for developing a security assessment plan that describes
the scope of the assessment for the application and database including:

| Security controls and control enhancements under assessment;
. Assessment procedures to be used to determine security control effectiveness; and
. Assessment environment, assessment team, and assessment roles and responsibilities.

Parth

The FCCP Customer is responsible for assessing the security controls for the application and
database to determine the extent to which the controls are implemented correctly, operating as
intended, and producing the desired outcome with respect to meeting the security requirements for
the system,

Partc

The FCCP Customer is responsible for producing a security assessment report that documents the
results of the assessment for the application and database.

Partd

The FCCP Customer is responsible for producing a security assessment report that documents the
results of the assessment for the application and database.

CA-2 (3) Control Enhancement

CA-2 (3) What is the solution and how is it implemented?

The FCCP Customer will describe in its SSP how assessments for the database and applications meet the

. conditions of a P-ATO in the FedRAMP Secure Repository.
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CA-3 System Interconnections

CA-3 What is the solution and how is it inplemented?

Partc

The FCCP Customer is responsible for explaining in its SSP how it monitors the information
system connections on an ongoing basis veritying enforcement of security requirements.

CA-3 (5) Control Enhancement

CA-3 (5) What is the solution and how is it implemented?

The FCCP Customer will describe in its SSP how they employ policies for allowing database and
applications to connect to external systems.

CA-5 Plan of Action and Milestones

CA-5 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for developing a plan of action and milestones for the
application and database to document the organization’s planned remedial actions to correct
. weaknesses or deficiencies noted during the assessment of the security controls and to reduce or
eliminate known vulnerabilities in the system.
Partb | The FCCP Customer is responsible for updating existing plan of action and milestones for the

application and database based on the findings from security controls assessments, security impact
analyses, and continuous monitoring activities.

CA-6 Security Authorization

CA-6 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for assigning a senior-level executive or manager to the role of
- | authorizing official for the application and database.
Partb | The FCCP Customer is responsible for ensuring that the authorizing official authorizes the
application and database for processing before commencing operations.
Partc | The FCCP Customer is responsible for updating the application and database’s security

authorization.
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CA-7 Continuous Monitoring

CA-7 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for developing a continuous monitoring strategy and
implements a continuous monitoring program that includes establishing metrics to be
monitored

Parth

The FCCP Customer is responsible for documenting in its SSP its established frequencies for
monitoring and assessments supporting such monitoring.

Partc

The FCCP Customer is responsible for describing in its SSP how it develops a continuous
monitoring strategy and implements a continuous monitoring program that includes ongoing
security control assessments in accordance with the organizational continuous monitoring strategy.

Partd

The FCCP Customer is responsible for describing in its SSP how it develops a continuous
monitoring strategy and implements a continuous monitoring program that includes ongoing security
status monitoring of organization-defined metrics in accordance with the organizational continuous
monitoring strategy.

Part e

The FCCP Customer is responsible for describing in its SSP how it develops a continuous
monitoring strategy and implements a continuous monitoring program that includes
correlation and analysis of security-related information generated by assessments and
monitoring.

Part f

The FCCP Customer is responsible for describing in its SSP how it develops a continuous
monitoring strategy and implements a continuous monitoring program that includes response
actions to address results of the analysis of security-related information.

Partg

The FCCP Customer is responsible for describing in its SSP how it develops a continuous
monitoring strategy and implements a continuous monitoring program that includes
reporting the security status of organization and the information system to meet federal and
FedRAMP requirements monthly

CA-7 What is the solution and how is it implemented?

Req. 2

The FCCP Customer is responsible for documenting in its SSP monthly database and web
application scans.

Req. 3

The FCCP Customer will be expected to hire a 3PAO to perform scans for the databases and
applications that run on DGS FCCP.

CA-7 (1) Control Enhancement

CA-7 (1) What is the solution and how is it implemented?

The FCCP Customer will describe in its SSP for the database and application how it employs assessors
or assessment teams with its organization-defined level of independence to monitor the security
controls in the information system on an ongoing basis.
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CA-8 Penetration Testing

CA-B What is the solution and how is it implemented?

The FCCP Customer describes in its SSP the frequency with which the independent 3PAO performs
penetration testing on the database and application.

CA-8 (1) Control Enhancement

CA-8 (1) What is the solution and how is it implemented?

The FCCP Customer describes in its SSP the frequency with which the independent 3PAO performs
penetration testing on the database and application.

1.5 CONFIGURATION MANAGEMENT (CM)

CM-1 Configuration Management Policies and Procedures

CM-1 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for explaining in its SSP how it develops, documents,
and disseminates to organization-defined personnel or roles:

() A configuration management policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and
compliance; and

2) Procedures to facilitate the implementation of the configuration management policy and
associated configuration management controls

Parth | The FCCP Customer is responsible for explaining in its SSP how frequently it reviews and
updates the current:

() Configuration management policy at least every 3 years; and

12 Configuration management procedures at least annually.

CM-2 Baseline Configuration

CM-2 What is the solution and how is it implemented?

The FCCP Customer is responsible for developing, documenting, and maintaining under configuration
conirol, a current baseline configuration of the application and database.
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CM-2 (1) Control Enhancement

CM-2 (1) What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for reviewing and updating the baseline configuration for the
application and database.

Parth | The FCCP Customer is responsible for reviewing and updating the baseline configuration for the
application and database when required by the JAB.

Part¢ | The FCCP Customer is responsible for reviewing and updating the baseline configuration for the
application and database as an integral part of information system component installations and

upgrades.

CM-2 (2) Control Enhancement

CM-2 {2) What is the solution and how is it implemented?

The FCCP Customer describes in its SSP how it employs automated mechanisms to maintain an up-to-date,
complete, accurate, and readily available baseline configuration of the database and application.

‘M-2 (3) Control Enhancement

CM-2 (3) What is the solution and how is it implemented?

The FCCP Customer is responsible for retaining older versions of the baseline configurations for the
application and database to support rollback.

CM-2 (7) Control Enhancement

CM-2 {7) What is the solution and how is it implemented?

Parta | The FCCP Customer will work with the CPM Government System Owner to address this control.

‘M The FCCP Customer will work with the CPM Government System Owner to address this control.
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CM-3 Configuration Change Control

CM-3 What is the solution and how is it implemented?

Parta | The FCCP Customer is responsible for determining the types of changes to the application and
database that are configuration controlled.

Partb | The FCCP Customer is responsible for approving configuration-controlled changes to the
application and database with explicit consideration for security impact analyses

Partc | The FCCP Customer is responsible for documenting approved configuration-controlled changes
to the application and database.

Partd | The FCCP Customer is responsible for describing in its SSP how it implements approved
configuration-controlled changes to the information system for the database and application.

Parte | The FCCP Customer is responsible for retaining and reviewing records of configuration-
controlled changes to the application and database.

Partf | The FCCP Customer is responsible for auditing activities associated with configuration-controlled
changes to the system.

Partg | The FCCP Customer is responsible for coordinating and providing oversight for configuration
| change control activities for the application and database.

CM-4 Security Impact Analysis

CM-4 What is the solution and how is it impiemmted?

The FCCP Customer is responsible for analyzing changes to the information system to determine potentla]
security impacts prior to change implementation.

CM-5 Access Restrictions for Change

CM-5 What is the solution and how is it implemented?

The FCCP Customer is responsible for defining, documenting, approving, and enforcing physical and logical
access restrictions associated with changes to the application and database.

CM-5 (1) Control Enhancement

CM-5 (1) What is the solution and how is it implemented? /'

The FCCP Customer is responsible for defining, documenting, approving, and €nforcing physical and
logical access restrictions associated with changes to the application and database.

CM-5 (3) Control Enhancement

CM-5 (3) What is the solution and how is it implemented?

The FCCP Customer will describe in its SSP how it prevents the installation of unauthorized software
and firmware components for the database and application without verification that the component has
been digitally signed using a certificate that is recognized and approved.
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CM-6 Configuration Settings

CM-6 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for establishing and documenting mandatory configuration
settings for the application and database that reflect the most restrictive mode consistent with the
sensitivity level.

Partb

The FCCP Customer is responsible for implementing the configuration settings for the application
and database.

Partc

The FCCP Customer is responsible for identifying, documenting, and approving exceptions from
the mandatory configuration settings for individual components within the application and
database based on explicit operational requirements.

Partd

The FCCP Customer is responsible for monitoring and controlling changes to the configuration
settings for the application and database in accordance with organizational policies and
procedures.

CM-6 (1) Control Enhancement

CM-6 (1) What is the solution and how is it implemented?

The FCCP Customer is responsible for employing automated mechanisms to centrally manage. apply, and
verify configuration settings for the application and database.

CM-7 Least Functionality

CM-7 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for configuring the database and application to
provide only essential capabilities.

4 partb

The FCCP Customer is responsible for documenting in their SSP how the database and application
prohibits or restricts the use of the following functions, ports, protocols, and/or services.

CM-7 (2) Control Enhancement

- CM-7 (2) What is the solution and how is nimplemeﬂted?

The FCCP Customer works with DGS FCCP Program Manager and DGS FCCP Network

addition, the FCCP Customer is responsible for providing organization-defined policies regarding

1 Administrator to have any authorized software application added to the whitelist on the fi rewall. In

software program usage and restrictions as well as rules authorizing the terms and conditions of
software program usage.
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CM-7 (5) Control Enhancement

CM-7 {5) What is the solution and how is it implemented?

- Parta

The FCCP Customer is responsible for explaining in its SSP how it identifies software
programs related to the database and application that are authorized to execute on the
information system

Parth

The FCCP Customer is responsible for explaining in its SSP how it employs a deny-all,
permit-by-exception policy to allow the execution of authorized software programs related to
the database and application on the information system

Partc

The FCCP Customer is responsible for explaining in its SSP how it reviews and updates the
list of authorized software programs related to the database and application at least annually
or when there is a change.

CM-9 Configuration Management Plan

CM-9 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for addressing roles, responsibilities, and configuration
management processes and procedures for the application and database.

Parth

The FCCP Customer is responsible for establishing the means for identifying configuration items
throughout the system development life cycle and a process for managing the configuration of the
configuration items.

Partc

The FCCP Customer is responsible for defining the configuration items for the application and
database and when in the system development life cycle the configuration items are placed under
configuration management.

Part d

The FCCP Customer is responsible for defining in its SSP how its configuration management plan
is protected from unauthorized disclosure and modification.

CM-10 Software Usage Restrictions

CM-10 What is the solution and how is it implemented?

Parta | The FCCP Customer will describe in its SSP how it uses software and associated documentation
_ in accordance with contract agreements and copyright laws for the database and application.
parth | The FCCP Customer will describe in its SSP how it tracks the use of software and associated
= documentation protected by quantity licenses to control copying and distribution for the database
and application.
Partc | The FCCP Customer will describe in its SSP how they control and documents the use of peer-to-

peer file sharing technology to ensure that this capability is not used for the unauthorized
distribution, display, performance, or reproduction of copyrighted work for the database and
application.
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CM-10 (1) Control Enhancement

- CM-10 (1) What is the solution and how is it implemented?

4 The FCCP Customer will describe in its SSP how it establishes the restrictions on the use of open source
database and application software.

CM-11 User-Installed Software

CM-11 What is the solution and how is it implemented?

Parta

The FCCP Customer is responsible for describing in its SSP how it establishes policies for the
database and application that govern the installation of sofiware by users.

1 . Partb

The FCCP Customer is responsible for describing in its SSP the methods it uses to enforce
software installation policies for the database and application.

am— Partc

The FCCP Customer is responsible for describing in its SSP how it monitors policy compliance
for the database and application continuously.

1.6 CONTINGENCY PLANNING (CP)
CP-1 Contingency Planning Policy and Procedures

CP-1 What is the solution and how is it implemented?

The FCCP Customer is responsible for having policies for this control family.

: ! Parta
Parth

The FCCP Customer is responsible for having procedures for this control family.
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